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is claimed is: 

1. \ A works protecting system comprising an AV 
data tranfemitting-receiving device for transmitting 
contents o\f works and a transmitting-receiving device on 
another parity for receiving the works , 

wherein said AV data transmitting-receiving 
device comprises command input means , command control 
means, AV dat^ transmitting means , encrypting means, 
first authenticating means, first input/output means, 
device ID detecting means, and authentication histories 
storing means, 

wherein said transmitting-receiving device on 
another party conbrises second input/output means, AV 
data receiving means, decrypting means, and second 
authenticating means, and 

wherein said authenticating means performs a 
device authentication operation for mutually checking 
that both said devices are devices based on certain rules 
and a key exchange operation for sharing a cryptographic 
key for simultaneously fencrypting and decrypting the 
works when said transmitting-receiving device on another 
party with a history that \authenticat ion has been 
previously performed therefpr is connected to a 
transmission line . 



2. A wcxrks protecting system comprising an AV 
data transmitting-receiving device for transmitting 
contents of worlks and a plurality of transmitting- 
receiving devices on the other parties for receiving the 
works , 

whereiri said AV data transmitting-receiving 
device comprises aommand input means, command control 
means, AV data transmitting means, encrypting means, 
first authenticating means, first input/output means, 
device ID detectinglmeans , authentication histories 
storing means, and cryptographic key storing means, 

wherein eaqh of said plurality of 
transmitting-receiving devices on the other parties 
comprises second input Aoutput means, AV data receiving 
means, decrypting means \ and second authenticating means, 
and 

wherein said authenticating means performs a 
device authentication operation for mutually checking 
that both said devices are \devices based on certain rules 
and a key exchange operation for sharing a cryptographic 
key for simultaneously encrypting and decrypting the 
works when said transmitting-receiving device on another 
party with a history that authentication has been 
previously performed therefor is\connected to a 
transmission line , 
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3. A works protecting system comprising an AV 
data transmitting-receiving device for transmitting 
contents of works anftl a transmitting-receiving device on 
another party for receiving the works, 

wherein saik AV data transmitting-receiving 
device comprises commahd input means, command control 
means, AV data transmitting means, encrypting means, 
first authenticating meAns , first input/output means, and 
device ID detecting means, 

wherein said trWnsmitting-receiving device on 
another party comprises setond input/output means, AV 
data receiving means, decrypting means, and second 
authenticating means, and \ 

wherein said authenticating means performs a 
device authentication operation for mutually checking 
that both said devices are devices based on certain rules, 
and a key exchange operation fort sharing a cryptographic 
key for simultaneously encryptind and decrypting the 
works when said transmitting-receiving device on another 
party is connected to a transmission line. 

4 . A works protecting method \pr the works 
protecting system according to claim l\ said method 
comprising the steps of: \ 
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detecting an ID of said transmitting-receiving 
device on another Yparty with said device ID detecting 
means ; \ 

checking Whether the ID of said transmitting- 
receiving device on Another party is included in 
historical information stored in said authentication 
histories storing means; 

performing tihe device authentication operation 
and the key exchange operation with said second 
authenticating means on\ another party by said first 
authenticating means, if the ID of said transmitting- 
receiving device on another party is included in the 
historical information; \ 

notifying the command to said AV data 
transmitting means through \ said command control means and 
starting transmission of thfe AV data with said AV data 
transmitting means, when a aommand input for an AV data 
transmission direction is proVided from a user to said 
command input means; \ 

waiting for a command\ input for an AV data 
transmission direction from a usfir to said command input 
means, if the ID of said transmitVing-receiving device 
on another party is not included ir\ the historical 
information; \ 

performing the device authentication operation 
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and the key excthange operation with said second 
authenticating flaeans on another party by said first 
authenticating radans, when the command input for the AV 
data transmission \direction is provided; 

recording the ID of said transmitting- 
receiving device onWother party as historical 
information in said Authentication histories storing 
means after the devic^ authentication and the key 
exchange operations ; 

notifying the\ command to said AV data 
transmitting means through said command control means and 
starting transmission of \the AV data with said AV data 
transmitting means; 

encrypting the AV data with said encrypting 
means using the cryptographic key and sending the 
encrypted AV data to said fitst input/output means; 

sending the encryptted AV data to a 
transmission line with said fiVst input/output means; 

receiving the encrypted AV data from the 
transmission line with said secohd input/output means; 

decrypting the encrypted AV data with said 
decrypting means using the cryptographic key and sending 
the decrypted AV data to said AV dat\ receiving means; 
and 



receiving the decrypted AV da-fca with said AV 
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data receiving\ means . 



5. A works protecting method for the works 
protecting system according to claim 2, said method 
comprising the steps of: 

detecting an ID of said transmitting-receiving 
device on a first othter party with said device ID 
detecting means; \ 

checking whether the ID of said transmitting- 
receiving device on the first other party is included in 
historical information stored in said authentication 
histories storing means; \ 

performing the device authentication operation 
and the key exchange operation with said second 
authenticating means on the first other party by said 
first authenticating means, if\the ID of said 
transmitting-receiving device on the first other party is 
included in the historical information; 

recording a cryptographic key shared as a 
result of the key exchange operation as a first 
cryptographic key in said cryptographic key storing 
means ; \ 

detecting an ID of said trantemitting-receiving 
device on a second other party with said device ID 
detecting means; \ 
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checking whether the ID of said transmitting- 
receiving devibe on the second other party is included in 
historical inf ormation stored in said authentication 
histories storing means; 

perforating the device authentication operation 
and the key exchange operation with said second 
authenticating means on the second other party by said 
first authenticating! means , if the ID of said 
transmitting-receivinVj device on the second other party 
is included in the historical information; 

recording a ctryptographic key shared as a 
result of the key exchange operation as a second 
cryptographic key in said cryptographic key storing 
means; \ 

notifying the command to said AV data 
transmitting means through Svaid command control means and 
starting transmission of the \av data with said AV data 
transmitting means, when a conkand input for an AV data 
transmission direction for saicft transmitting-receiving 
device on the first other party br for said transmitting- 
receiving device on the second other party is provided 
from a user to said command input means; 

waiting for a command input for an AV data 
transmission direction for said transmitting-receiving 
device on the first other party from a ilser to said 



command input keans , if the ID of said transmitting- 
50 receiving devicte on the first other party is not included 
in the historic^, information; 

performing the device authentication operation 
and the key exchange operation with said second 
authenticating means on the first other party by said 
55 first authenticating means, when the command input for 
the AV data transmission direction is provided; 

recording the ID of said transmitting- 
receiving device on th^ first other party as historical 
information in said authentication histories storing 
60 means after the device Authentication and the key 
exchange operations; \ 

recording a cryptographic key shared as a 
result of the key exchange^operation as a first 
cryptographic key in said cryptographic key storing 
65 means ; 

waiting for a commaAd input for an AV data 
transmission direction for said\ transmitting-receiving 
device on the second other party\from a user to said 
command input means, if the ID of \paid transmitting- 
receiving device on the second others: party is not 
included in the historical information 

performing the device authentication operation 
and the key exchange operation with said\second 
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authenticating means on the second other party by said 
first authenticating means, when the command input for 
the AV data transmission direction is provided; 

after the device authentication and the key 
exchange operations), recording the ID of said 
transmitting-receiving device on the second other party 
as historical information in said authentication 
histories storing means; 

recording a cryptographic key shared as a 
result of the key exchange operation as a second 
cryptographic key in said cryptographic key storing 
means ; ^ 

notifying the command to said AV data 

\ 

transmitting means through ^said command control means and 
starting transmission of th^ AV data to the transmitting- 
receiving device on the f irst^ other party or to the 
transmitting-receiving device^on the second other party 
with said AV data transmitting\means ; 

encrypting the AV data with said encrypting 
means using the first cryptographVc key and sending the 
encrypted AV data to said first in\ut/output means, if 
the command input for the AV data transmission direction 
for said transmitting-receiving device^ on the first other 
party is provided from a user to said command input 
means ; 
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sendini the encrypted AV data to a 
100 transmission line! with said first input/output means; 

receiving the encrypted AV data from the 
transmission line \\ith said second input/output means on 
the first other parAy; 

decrypting\ the encrypted AV data with said 
decrypting means on the first other party using the first 
cryptographic key and\sending the decrypted AV data to 
said AV data receiving^ means on the first other party; 
and 

C3 receiving the\ decrypted AV data with said AV 

Sj 110 data receiving means; 

fiJ encrypting the\ AV data with said encrypting 

C3 means using the second cryptographic key and sending the 

fU encrypted AV data to said \f irst input/output means, if 

\Q the command input for the Ay data transmission direction 

SO. 1 

115 for said transmitting-recei^ing device on the second 

other party is provided from\a user to said command input 



sending the encrypted AV data to a 
transmission line with said firW input/output means; 

receiving the encrypted AV data from the 
transmission line with said Seconal input/output means on 
the second other party; 

decrypting the encrypted data with said 
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decrypting mfeans on the second other party using the 
second cryptctaraphic key and sending the decrypted AV 
data to said data receiving means on the second other 
party; and \ 

receiving the decrypted AV data with said AV 
data receiving means . 

6 . The works! protecting method for the works 
protecting system according to claim 4, wherein the 
transmission line foresaid AV data is IEEE1394 high-speed 
serial bus . \ 

7 . The works projecting method for the works 
protecting system according to claim 5, wherein the 
transmission line for saicA AV data is IEEE1394 high-speed 
serial bus . \ 
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